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Abstract—Detecting information source in viral spreading has
important applications such as to root out the culprit of a
rumor spreading in online social networks. In particular, given
a snapshot observation of the network topology of nodes having
the rumor, how to accurately identify the initial source of the
spreading? In the seminal work by Shah and Zaman in 2011,
this problem was formulated as a maximum likelihood estimation
problem and solved using a rumour centrality approach for
graphs that are cycle-free. This however is optimal only for
degree-regular trees, and even the special case of a single cycle
is an open problem. In this paper, we address the maximum
likelihood estimation problem by an generalized rumor central-
ity for spreading in graphs with cycles. We derive analytical
characterization of the optimal solution and a polynomial-time
algorithm to solve the problem.

I. INTRODUCTION

Networks represent a fundamental medium for the spreading
and diffusion of information. Network nodes are said to be
infected when they possess this information, and network
topologies govern how the spreading processes increase the
susceptibility of other nodes to be infected leading to the
successive spread of information from a few initial nodes
to a much larger set. An example of such a viral spreading
phenomenon is rumor spreading in online social networks.
From a cybersecurity enforcement viewpoint, this begs the
question of detecting and rooting out malicious information
sources in a reliable and efficient manner [1]–[5]. In particular,
given a snapshot observation of the infected nodes, who is the
culprit source of the rumor spreading?

In a recent seminal work in [6], Shah and Zaman formulated
this as a maximum likelihood estimation problem, and pro-
posed rumor centrality, a form of network centrality, to solve
this problem for degree-regular tree graphs assuming that the
underlying graph has no cycle. This means that the resultant
observation graph is cycle free. The infected node with the
most number of ways to spread to other nodes is the rumor
center that coincides with the maximum likelihood estimate.
This rumor centrality approach was subsequently extended to
various problem settings, e.g., extension in [4], [5], [7] to
random trees, extension in [5], [8] to constrained observations,
extension in [9] to multiple source detection, extension in
[10] to detection with multiple snapshot observations, and
extension in [11] to prove that when the number of infected
vertices is large enough, the probability of the source vertex
not in a confidence set is less than a given error ε. In [12], [13],
the authors established its equivalence to the graph theoretic
centroid.

There is however a key limitation in the rumor centrality ap-
proach. A main modeling assumption in all the aforementioned
work is that the underlying graph (i.e., number of susceptible
nodes) is cycle-free. This is never true in general of practical
real-world networks where inter-connections are diverse and
the presence of cycles cannot be ignored, and makes this
constrained maximum likelihood estimation problem a much
harder combinatorial problem. In essence, the cycle effects
allow the dynamical spreading process to spread thruogh mul-
tiple alternate path thus increasing the likelihood that nodes
near the cycle to be infected. Hence, the number of cycles and
their location can significantly shape spreading and therefore
the estimation performance. To be exact, existing algorithms in
the literature, e.g., [6]–[10], are no longer optimal even with
the presence of a single cycle in degree-regular pseudo-tree
graph.

Rumor source detection over graphs with cycles is clearly
more challenging, but is more realistic and also significantly
generalizes all previous work [6]–[10] that mostly use the
breadth-first search heuristic for graphs with cycles. Thus,
another key issue is the design of optimal inference algorithms
that work for a variety of network topologies. Finding the max-
imum likelihood estimate as opposed to a suboptimal heuristic
to detect the source is important. A focus in this paper is thus
to extend the rumor centrality and propose optimal algorithm
design for pseudo-tree graph, leveraging the theorem derived
in this paper, that have practical computational complexity.

A. Our Contributions

The main contributions are summarized as follows:
• This paper considers a more general underlying network,

i.e., network with cycles. We analyze the graph with a
single cycle, and characterize the optimal solution of the
maximum likelihood estimation problem.

• For a degree-regular graph with cycles say Gn, we prove
that under certain condition, the rumor center of Gn is
equal to the rumor center any spanning tree of Gn.

• We propose a polynomial-time algorithm to find the
rumor center on the graph with a single cycle.

II. PRELIMINARIES OF RUMOR CENTRALITY

We model an online social network of nodes by an undi-
rected graph G = (V,E), where the set of vertices V
represents the nodes in the underlying network, and the set
of edges E represents the links between the nodes. Following
[6], we use the Susceptible-Infectious (SI) model in [14] to



TABLE I
TABLE OF NOTATION

Notation Remark

G The underlying graph (network of susceptible nodes)

Gn A subgraph of G of n nodes infected by rumor

v? Actual rumor source

v̂ Maximum likelihood estimator for v?

vc Rumor center of Gn

vl A vertex in the cycle being infected last

P (v|Gn) Probability that v = v?, when Gn is observed

P (v̂|Gn) Probability that v̂ = v?, i.e., correct detection probability

model rumor spreading. Nodes that possess the rumor are
called infected nodes and otherwise they are susceptible nodes.
The spreading is initiated by a single node v? ∈ V that we call
the rumor source. Once a node is infected (i.e., possesses the
rumor), it stays infected and can in turn infect its susceptible
neighbors. A rumor can spread from node i to node j if and
only if there is an edge between them (i.e., (i, j) ∈ E). Let
τij be the spreading time from i to j, which are random
variables that are independently and exponentially distributed
with parameter λ (without loss of generality, let λ = 1).
Hence, we have a random spreading model over an underlying
graph G. Let Gn be a subgraph of order n of G, that models
a snapshot observation of the spreading when there are n
infected nodes, i.e., |Gn| = n. We shall assume that for each
v ∈ Gn, v is not a leaf node of G, i.e., for each infected
node v ∈ Gn, there are always susceptible neighbours of v
in G. Clearly, G1 is the actual rumor source, i.e., v?. The
rumor source detection problem is thus to find v? given this
observation of Gn.

First, we review the maximum likelihood estimation prob-
lem of the rumor source in a tree network. The maximum
likelihood estimator for the rumor source is the vertex v
with the maximum probability P (Gn|v) [6]. We focus on
characterizing P (Gn|v) for degree-regular tree networks.

Definition II.1. For a given Gn over the underlying graph G,
v̂ is an maximum likelihood estimator for the source in Gn,
i.e., P (v̂|Gn) = max

vi∈Gn

P (vi|Gn).

By Bayes’ theorem [15], P (Gn|v) is the probability that v
is the actual rumor source culprit that leads to observing Gn,
and we have

P (v|Gn) =
P (Gn|v)∑

vi∈Gn
P (Gn|vi)

∝ P (Gn|v).

Now, let σi be the possible spreading order sequence starting
from v, and let M(v,Gn) be the collection of all σi when v
is the source in Gn. Then, we have

P (Gn|v) =
∑

σi∈M(v,Gn)

P (σi|v). (1)

In particular, for a d-regular tree, we have [6]:

P (σi|v) =
n−1∏
k=1

1

dk − 2(k − 1)
. (2)

Now, if Gn contains no cycle, then P (σi|v) = P (σj |v) for
all σi, σj ∈M(v,Gn). By combining (1) and (2), we have

P (Gn|v) =
∑

σi∈M(v,Gn)

P (σi|v)

= |M(v,Gn)| · P (σ|v) ∀σ ∈M(v,Gn)

= |M(v,Gn)| ·
n−1∏
k=1

1

dk − 2(k − 1)
,

which means that P (Gn|v) is proportional to |M(v,Gn)|.
This quantity |M(v,Gn)| denoted by R(v,Gn) is the rumor
centrality in [6] that is crucial to solving the maximum
likelihood estimation for degree-regular trees. In particular,
the vertex having the maximum rumor centrality is called the
rumor center.

Definition II.2. Let Gn be a tree with n vertices, for any
u, v ∈ Gn, let Tuv be the subtree rooted at v by removing the
edge (u, v) from Gn. If Gn is a general graph, and Tq is a
spanning tree of Gn, then Tuq,v is the subtree rooted at v by
removing the edge (u, v) from Tq .

With Definition II.2, if Gn is a tree, then we have [6]:

|M(v,Gn)| = n! ·
∏
u∈Gn

1

|T vu |
, (3)

moreover, if u, v ∈ Gn are adjacent, then, from [6], we have

|M(v,Gn)|
|M(u,Gn)|

=
Tuv
T vu

. (4)

We study a generalized rumor centrality for Gn with cycles
(and thus an generalized rumor center) in this paper, but for
brevity, we use rumor center to denote the vertex with the
maximum rumor centrality.

III. PSEUDO-TREES WITH A CYCLE

Let us consider a case when G is an infinite regular graph
with only one cycle, i.e., a pseudo-tree. We denote the cycle
as Ch where h is the size (number of vertices on the cycle) of
the cycle. Here, we call those vertices on Ch cycle vertices.
Assume v is a cycle vertex, then we define tv to be the subtree
rooted at v in Gn. Take Figure 1 for example, tv1 is the subtree
that contains v1, v4 and v7. In this section, we study how
a cycle affects the probability P (v|Gn) when Gn contains
the cycle Ch. To generalize the analysis in [6], we should
intuitively assume that the probability of being infected is
proportional to the number of infected neighborhoods. With
this assumption, the analysis in [6] will not change, but we
can consider the case that two infected nodes have a common
susceptible neighborhood, i.e., there is a cycle in Gn.



Fig. 1. G6 is an infected subgraph with a single cycle C3 contains three
cycle vertices v1, v2 and v3. We can partition G6 into three subtrees say
t1 = {v1, v4, v7}, t2 = {v2, v5} and t3 = {v3}.
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A. Impact of a Single Cycle On P (Gn|v)
σi Spreading Order P (σi|G6)

σ1 v4 → v1 → v3 → v2 → v5 → v7
2

1200

σ2 v4 → v1 → v2 → v5 → v3 → v7
2

1800

σ3 v4 → v1 → v2 → v5 → v7 → v3
2

2520

Example 1. Consider the infected subgraph G6 ⊂ G as shown
in Figure 1, where G6 = {v1, v2, v3, v4, v5, v7} and there is a
3-cycle in G6. Consider a spreading order σ1 ∈ M(v4, G6),
where σ1 : v4 → v1 → v2 → v3 → v5 → v7. We have
P (σ1|v4) = (1/3) · (1/4) · (2/5) · (1/4) · (1/5) = 2/1200.
Note that when v1 and v2 are infected, v3 has two infected
neighborhoods which implies that the probability of v3 be
infected in the next time period is twice higher than v5, v7 and
v8. In particular, there are three possible values for P (σi|v4)
as shown in Table III-A, for all σi ∈ M(v4, G6). Moreover,
we observe that the denominators are different in Table III-A,
due to sharing a common neighbor in the presence of a cycle.
We call this property cycle effect.

Example 1 reveals some interesting properties of cycle effect
due to a single cycle:
• P (σi|v) increases with how soon the last cycle vertex

appears in σi (as ordered from left to right of σi). The
last cycle vertex on σ1 is v2, and is v3 on σ2 and σ3.

• When there is a cycle in Gn, then P (Gn|v) is no longer
proportional to |M(v,Gn)|.

• For each σi, there are actually two corresponding permit-
ted spreading order due to the cycle.

This means P (σi|v) is no longer a constant for each i, and
is dependent on the position of the last cycle vertex in each
spreading order. We proceed to compute P (σi|v) as follows.
For brevity of notation, let vl denote the last cycle vertex. Let
Dc(v) denote the shortest distance (number of hops) from v
to Ch, for example, Dc(v4) = 1 and Dc(v1) = 0 in Figure 1.
Remark: For each σ ∈ |M(v,Gn)|, vl can be any vertex on the

cycle except the vertex v′ with the distance d(v, v′) = Dc(v).
We define

Mvl
v (Gn, k) = {σ|vl is on the kth position of σ};

P vlv (Gn, k) = P (σ|v), for σ ∈Mvl
v (Gn, k);

mvl
v (Gn, k) = |Mvl

v (Gn, k)|,

where Mvl
v (Gn, k) is a set collects all the spreading orders

starting from v and vl is on the kth position, and mvl
v (Gn, k)

denote the number of elements in Mvl
v (Gn, k). In addition,

Mvl
v (Gn, k) partition M(v,Gn) into several parts according

to the position of vl. We have

|M(v,Gn)| = 2 ·
n−tvl+1∑

k=Dc(v)+h

mvl
v (Gn, k) (5)

since the position of vl on the spreading order will be ranging
from Dc(v)+h to n−tvl +1. For example, in Table III-A, we
can see that vl = v2 is the 4th element on σ1 and vl = v3 is the
6th element on σ3. Here, 4 comes from Dc(v4) + h = 1 + 3,
and 6 comes from n − tvl + 1 = 6 − 1 + 1. Finally, the
multiplication with 2 comes from the third property.

Now we can rewrite P (Gn|v) for Gn with a cycle as:

P (Gn|v) =
n−tvl+1∑

k=Dc(v)+h

mvl
v (Gn, k) · P vlv (Gn, k), (6)

and our goal is to find the vertex v̂ that achieves

P (Gn|v̂) = max
vi∈Gn

P (Gn|vi). (7)

Since P (Gn|v) is not proportional to |M(v,Gn)|, we should
compute P (Gn|v) by considering each part mvl

v (Gn, k) and
their corresponding probability P vlv (Gn, k). Let zd(i) = (i −
1)(d− 2), then

P vlv (Gn, k) = 2 ·
k−1∏
i=1

1

d+ zd(i)
·
n−2∏
i=k−1

1

d+ zd(i)− 1
. (8)

The first factor in (8) is the probability that k vertices are
infected where the kth infected vertex is vl, and the second
factor is the probability of that all remaining n − k vertices
are infected thereafter. The −1 in the denominator of the
second factor and multiply by 2 in the beginning are due to
the common neighbor in a cycle. Note that multiply by 2 in
the beginning makes no difference when computing P (Gn|v)
for each v ∈ Gn. From (6), we can conclude that the number
of spreading orders and the position of vl will affect P (Gn|v).

B. Computing |M(v,Gn)| for v on Gn
In this section, we introduce how to compute |M(v,Gn)|.

To compute |M(v,Gn)|, we can leverage the message-passing
algorithm in [6] if Gn is a tree. Observe that for each infected
vertex in Gn, it is infected by one of its infected neighbors
(even it has two infected neighbors), so the actual infecting
route is a spanning tree of Gn instead of a graph with cycle.
Hence, the number of all spreading orders on a graph Gn with
a cycle can be computed as



Fig. 2. Ch is constructed by v1, v2, ..., vh, and ti is a subtree rooted at vi.
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|M(v,Gn)| =
∑

1≤i≤h

|M(v, Ti)|, (9)

where Ti is the spanning tree of Gn, for i = 1, 2, ..., h. If
Gn contains a Ch, then the time complexity of computing
M(v,Gn) for v ∈ Gn is O(hn). Since Gn has h spanning
trees, and for each spanning tree we can use the message-
passing algorithm in [6] within O(n) time.

C. Rumor Center on uni-cycle Gn
In this section, we are going to find the rumor center vc

in Gn. Instead of computing |M(v,Gn)| for all v ∈ Gn in
each spanning tree, we will leverage some analytical results
to help us to find vc. Let ti = tvi be defined as above. In the
following, with a slightly abuse, we denote the subtree size
|ti| as ti.

Theorem 1. Let Gn be a regular graph with only one cycle Ch
and v1, v2, ..., vh be the cycle vertices. If there exists a vertex
v ∈ Gn such that each connected component of Gn\{v} is
of size less or equal to n/2, then vc = v. Moreover, if v and
v′ are connected in Gn, and the connected component which
contains v′ is of size equal to n/2, then both v and v′ are
rumor center of Gn.

Remark: v is the rumor center of Gn does not guarantee that
each connected component of Gn\{v} is of size less or equal
to n/2. (If Gn is a tree, then the statement above is true. [6])
The following lemma describe the case when the condition in
Theorem 1 is not satisfied for all vertex in Gn.

Lemma 1. From Theorem 1, if no such vertex exists, then the
rumor center of Gn will be on the cycle, moreover, ti ≤ n/2
for i = 1, 2, ..., h, i.e., there is a connected component of
Gn\{vc} with size larger than n/2.

We can find the vc of Gn by Theorem 1, but if the condition
in Theorem 1 is not satisfied, then we can still know that
vc will on the cycle by Lemma 1. In the following, we will
introduce how to find vc on Gn if vc is a cycle vertex. We
denote Tj as the spanning tree of Gn which is constructed by
Gn\(vj , vj+1), for j = 1, 2, ..., h− 1 and Th = Gn\(vh, v1).
Note that (vh, v1) and (vj , vj + 1) for j = 1, 2, ..., h − 1 are
cycle edges of Ch. Given a cycle vertex vi and assume that

|M(vi, Tp)| = r, where r and p are integers and 1 ≤ p ≤ h.
Then for 1 ≤ q ≤ h, we have

|M(vi, Tq)|
|M(vi, Tp)|

=

∏
j∈Ch,j 6=i

T ip,j∏
k∈Ch,k 6=i

T iq,k
, (10)

where T ip,j is the subtree T ij of the spanning tree Tp. From [6],
we know that the ratio of |M(vi, Tp)|/|M(vj , Tp)| is propor-
tional to their branch size in Tp if vi and vj are adjacent. Now,
for the same vertex vi, but in different spanning tree say Tp
and Tx, we can also derive the ratio |M(vi, Tp)|/|M(vi, Tq)|.
Hence, if we assume |M(v1, T1)| = r, then we can derive
|M(v, T )| for all v ∈ Ch and T is a spanning tree of Gn in
terms of r and ti, where ti is shown in Figure 2. We give
an algorithm in the following to find vc with time complexity
O(n+ h2) in worst case.

Algorithm 1 Algorithm to compute vc for Gn with single
cycle
Require: Gn

Step 1: If there is a vertex vc satisfies the condition in
Theorem 1, then vc is the rumor center. If no such vertex
exists, then go to Step 2.
Step 2: Given a spanning tree T ∗ and a cycle vertex v′ on
Gn, compute |M(v′, T ∗)|.
Step 3: Construct a table (e.g. Table II) of |M(v, T )|, where
v is a cycle vertex and T is a spanning tree of Gn, starting
from |M(v′, T ∗)|. For each row, i.e., on the same spanning
tree T , if vi and vj are adjacent then we have |M(vi, T )| :
|M(vj , T )| = T ji : T ij . For each column, i.e., on the same
vertex v but different spanning tree, we can use the ratio in
(10) to complete the column.
Step 4: Sum over each column, the vertex with

max
v∈Gn

h∑
i=1

|M(v, Ti)| is vc of Gn.

Take C3 for example, |M(v1, T1)|/|M(v1, T2)| = t3/(t2 +
t3). Assume |M(v1, T1)| = r, then table II shows the ratio
of |M(vi, Tj)|, for all 1 ≤ i, j ≤ 3. With Table II, we can
conclude that

|M(v1, Gn)| = 2(t2+t3)
t3

r;
|M(v2, Gn)| = 2t2(t2+t3)

t1t3
r;

|M(v3, Gn)| = 2(t2+t3)
t1

r,

which implies

|M(v1, Gn)| : |M(v2, Gn)| : |M(v3, Gn)| = t1 : t2 : t3.

By Theorem 1 and the result above, we can conclude that :
If Gn contains a C3, then vc of Gn is either a vertex satisfies
the condition in Theorem 1 or a vertex on C3 and satisfies
ti = max

1≤j≤3
tj .

We can use the same approach to find the rumor center for
any regular graph with a single cycle, Table III shows the ratio
of |M(vi, Tj)| between any 1 ≤ i, j ≤ 4 when Gn contains a
C4. From Table III, we have



TABLE II
TABLE OF |M(vi, Ti)|, WHEN Gn CONTAINS A C3

|M(v1, Ti)| |M(v2, Ti)| |M(v3, Ti)|
T1 r

t2(t2+t3)
t1(t1+t3)

r t2+t3
t1

r

T2
t2+t3

t3
r

t2(t2+t3)
t3(t1+t3)

r t2+t3
t1+t2

r

T3
t2
t3
r

t2(t2+t3)
t1t3

r
t2(t2+t3)
t1(t1+t2)

r

TABLE III
TABLE OF |M(vi, Ti)|, WHEN Gn CONTAINS A C4

|M(v1, Ti)| |M(v2, Ti)|
T1 r

(t2+t3+t4)(t2+t3)t2
(t1+t3+t4)(t1+t4)t1

r

T2
(t2+t3+t4)(t2+t3)

(t3+t4)t3
r

(t2+t3+t4)(t2+t3)t2
(t1+t3+t4)(t3+t4)t3

r

T3
(t2+t3+t4)t2

t3t4
r

(t2+t3+t4)(t2+t3)t2
(t1+t4)t3t4

r

T4
(t2+t3)t2
(t3+t4)t4

r
(t2+t3+t4)(t2+t3)t2

(t3+t4)t1t4
r

|M(v3, Ti)| |M(v4, Ti)|
T1

(t2+t3+t4)(t2+t3)
(t1+t4)t1

t2+t3+t4
t1

r

T2
(t2+t3+t4)(t2+t3)
(t1+t2+t4)(t1+t2)

r
(t2+t3+t4)(t2+t3)

(t1+t2)t3
r

T3
(t2+t3+t4)(t2+t3)t2
(t1+t2+t4)(t1+t4)t4

r
(t2+t3+t4)t2
(t1+t2+t3)t3

r

T4
(t2+t3+t4)(t2+t3)t2

(t1+t2)t1t4
r

(t2+t3+t4)(t2+t3)t2
(t1+t2+t3)(t1+t2)t1

r

|M(vi,Gn)|
|M(vj ,Gn)| =

ti(ti−1+ti+1)(n−tj)
tj(tj−1+tj+1)(n−ti) ,

if vi and vj are adjacent.

IV. CONCLUSION

We proposed a generalized rumor centrality to analyze the
rumor source detection problem for a degree-regular graph
with a single cycle. We demonstrated the cycle effect on the
likelihood P (v|Gn) according to the particular location of a
vertex vl in the cycle being infected last. The likelihood is
characterized by both rumor centrality and the location of
vl, hence, in this paper we focus on how to find the rumor
center, i.e, the vertex with the maximum rumor centrality. If
Gn satisfies the condition in Theorem 1, then we can find the
rumor center of Gn by consider any spanning tree of Gn. If
the condition in Theorem 1 is not satisfied, then we can use
Algorithm 1 to find the rumor center with time complexity
O(n+ h2) where h is the size of the cycle.
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APPENDIX

A. Proof of Theorem 1

Proof. Let v ∈ Gn and suppose each connected component
of Gn\{v} is of size strictly less then n/2. Given v′ ∈ Gn,
then from (9) we have

|M(v′, Gn)| = |M(v′, T1)|+ |M(v′, T2)|+ ...+ |M(v′, Th)|
< |M(v, T1)|+ |M(v, T2)|+ ...+ |M(v, Th)|
= |M(v,Gn)|.

Since for i = 1, ..., h, we have T vi,v′ < n/2 which implies

|M(v, Ti)| > |M(v′, Ti)|,

[6] and we conclude that v is the rumor center. Here, T vi,v′ is
defined in Definition II.2 where T = Ti. Now, suppose there
is a vertex v′ such that the connected component of Gn\{v}
which contains v′ is of size n/2. Then we have |M(v, Ti)| =
|M(v′, Ti)|, for i = 1, ..., h, which implies |M(v′, Gn)| =
|M(v,Gn)|. Hence, we can conclude that both v and v′ are
rumor centers of Gn. Note that this proof can be extended to
multiple cycles.

B. Proof of Lemma 1

Proof. Assume that for any v ∈ Gn, there is a connected
component of Gn\{v} with size larger than n/2. To the
contrary, suppose v′ is not a cycle vertex and v′ is the rumor
center of Gn. By our assumption, we can find a vertex v′′

in the largest connected component, i.e. its size > n/2 ,
of Gn\{v′} such that |M(v′′, Gn)| > |M(v′, Gn)|. (This
can be proved by using the same approach in the proof of
Theorem 1.) This implies v′ is not the rumor center, which
is a contradiction. Hence, the rumor center must be a cycle
vertex.

Now, suppose there is a integer 1 ≤ i′ ≤ h such that ti >
n/2. Then we can find a vertex v′ ∈ ti′ such that all connected
component of v′ is of size less or equal to n/2. Again, this is
contradict to our assumption. So, we can conclude that ti <
n/2 for all i = 1, 2, ..., h.


